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Introduction

Since more and more users and offices are located within different time
zones, remote collaboration demands are on the rise. Organizations
looking to provide long-term solutions often see multi-site data
synchronization as the top choice.

However, anyone looking to implement this properly will need to provide
sizeable initial investment as well as great attention to detail. Minor

sync errors could reduce productivity while IT complexities might affect
existing workflows, thus increasing the management strain.

There are two common ways to approach multi-site sync - through Virtual
Private Networks (VPNs) and Distributed File Systems (DFS).

VPNs link client machines in a private network over the Internet in
order to share data and applications. They may not require a large initial
investment.

File transfers over VPN are generally considered secure as data is
encrypted before entering the private network. However, an inevitable
increase in latency due to new users being added will affect data transfer
speeds. VPNs are also prone to connection breaks which prevent constant
access to the data set. Setting up an effective VPN connection for
businesses can be complex and costly, and configuration faults can expose
datato external threats.

ADFS is asingle file system distributed on multiple file servers or
locations. It allows multiple remote users to access corporate data
simultaneously. Despite its suitability for enterprises, it's not the go-
to solution for SMBs and smaller teams due to associated costs and
complexities.

DFS supports high availability - this allows them to continue working even
in the event of a partial failure. On the other hand, they may require more
work to ensure storage is secure - delays when dealing with large data
sets are not uncommon. Managing a distributed system is overall a more
complex process than managing a centralized storage infrastructure.
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Check out our
YouTube channel for
more information.

Why Tiger Bridge

Tiger Bridge is a software-only data management solution that enables
multi-site sync by using the cloud to store a copy of the data set that
needs to be accessed from multiple locations. None of the complexities
associated with VPN services are involved in the process.

Tiger Bridge blends on-premises and cloud/multi-cloud storage into a
single space. While it enables hybrid workflows, it also preserves all Active
Directory permissions and keeps your data in its native format. It supports
any Microsoft, Amazon, Google or IBM Cloud tier, Backblaze, ERA Coeus,
Hitachi HCP, Wasabi and cloud S3 compatible storage, plus local object
and file storage.

With Tiger Bridge, you can sync multiple file servers in different offices,
several client machines, or a file server and a client without connecting
them over a common network or through VPN. This solution brings
significant cost optimization - a single software license equals multiple
clients. Based on simple data replication and sync policies, you can set
the frequency of checking for updated contents to what matches your
workflow needs and use optional file locking to prevent overwrite
conflicts. Machines will also receive updates about any changes during
periods when they were offline based on the settings configuration.

Multi-site sync with Tiger Bridge is based on strong eventual consistency
which ensures a smooth user experience. Data synchronization through
the cloud with Tiger Bridge also enables disaster recovery through off-site
backups.

For the purposes of this guide, we have broken down the Tiger Bridge
multi-site sync configuration and usage process into four separate steps:
Basic configuration on the first machine
Synchronization configuration on the first machine
Configurations on the second machine
Replication in action


https://www.youtube.com/channel/UC3gCCrNFVqkw4kFiTI9v4zA/videos

1 Tiger

Before you begin, you'll need to configure the program and simply leave
it running in the background on your computer. The demonstrated
synchronization scenario of Tiger Bridge will be used for syncing a file
server and a desktop virtual machine situated in different time zones.

Note: Prior cloud account existence is required, along with a valid
Tiger Bridge license for multi-site sync.

Install Tiger Bridge following the onscreen instructions and then
open the program application. Initially, Tiger Bridge will be in paused
state.

L3 Tiger Bridge Configuration

n Tiger Bridge (paused)

233 Settings

Make the location of your enterprise class data a source folder
through the Local Source button on the left side of the program. It
should contain at least one file and/or folder.

<» Local source £4» NAS source E Add policy D Add sync

Installation
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On the right, select the respective folder and click OK to confirm
your choice.

Select folder you want to replicate:

Q

V' wm SYSTEM (C:)
£Recycle.Bin
$WinREAgent
Config.Msi

> Data

Data2
Documents and Settings
Drivers
OneDriveTemp
PerfLogs
Program Files
Program Files (x86)
ProgramData
Recovery
System Volume Information
Users
Windows

V' wm DATA NVMe (D:)

Mew Folder 0K Cancel

Set up a target cloud provider through the Add Target button
to establish communication with a virtual storage space for your
data. Tiger Bridge supports a variety of options, including AWS and
Microsoft Azure.

Add target [ Add policy [ Add sync || <> Delete source

Installation
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To confirm your choice, click OK.

i Tiger Bridge target X
9 g 9

Select Tiger Bridge target:

(®) Public Cloud () On-Premises

191 > 2 &

Amazon S3 Azure Google Cloud IEM Cloud
e
b o 9 S
Backblaze Google Drive LYVE Cloud RSTOR Space
53 Compatible Wasabi

Close

Proceed to fill out the requested information. You must have your
target cloud provider account credentials prepared. If you have
difficulties finding them on the cloud portal, an administrator may be
able to fetch them instead.

Make sure you've filled out the fields correctly, and depending on the
cloud target, select an appropriate container or bucket.

To conclude the process, click Apply.

Set up areplication policy by accessing the respective tab on the left
half of Tiger Bridge.

Q Tiger Bridge (paused)

@ Settings

ﬁl Replication policy (1 Minute/s)
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This is done by specifying how much time (in seconds, minutes, hours,
etc.) after a change you would like to wait before this change is
replicated to the cloud. Use the dropdown menu on the right.

Tiger Bridge Replication policy:

Replicate files after 1 §| Minute/s w
Second/s
. \ Minute/s
Folders that will be replicated: / +
Hour/s
C:\Users\ Desktop\Tiger Tech|Day/(s edge Base
C:\Users) Desktop\Tiger Tech|Week/s entation

C:\Data

Note: The lower the setting, the more real-time (close to instant)
the replication will be. By default, it is set to one minute.

When done, Apply your setting.

Apply Cancel

P Resume Refresh all Apply all Close

Synchronization Configuration on
the First Machine

Once you've covered the basics, it’s time to apply some additional settings
which are crucial to the Tiger Bridge multi-site synchronization setup.

1. From the main screen, click the Add sync button.

Add target [ Add policy [ Add sync <% Delete source

Installation 8
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Installation

This will expand a space on the right where you need to specify how
often the system will check for changes made to replicated files, as
well as notify the systems involved in the synchronization process for
these changes.

Tiger Bridge Synchronization:

Listen:

Period: 1 %I Minute/s w

[ ] Automatically restore files on the synchronized source

Listen - sets how often a machine that participates in
synchronization checks if there are active notifications for it. The
lower the number, the faster the sync.

Keep in mind that significantly faster syncs require more resources
for communication with the cloud, which could add load to the
machine and potentially generate cost. Extra collaborative workflows
may require near-instant sync (5 to 10 seconds), while offline
environments may be fine with much more.

Automatically restore files on the synchronized source - allows
you to decide whether new data coming from other synchronized
machines will be saved on your source or you want it to appear as
empty stub files there which allow the user to download the data on-
demand.

Unchecked by default.

When you're done with the configurations, click Apply.

Apply Cancel

P Resume Refresh all Apply all Close

Make Tiger Bridge active by clicking the Resume button on the
main screen.
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Tiger Bridge Configuration

Ti Brid, d . . L. .
a T B (7252 Tiger Bridge service information:

i@; Settings
l_—" Synchronization (Listen: 1 Minute/s ) Version: & Check for updates
ﬁl Replication policy (1 Second/s) Serial key: @
» . .
L] Reclaim space palicy (0 Second/s, 20 %) Capacity: Unlimited (used 1.92 GB)
v &y c:\pata Sync: Enabled
D Synchronization (Listen: 1 Second/s) HSM: Enabled
License info: Saas license
Username:
Last update: Success, performed on 19:37
Activated targets:
Tape: V
Local target: v 4
Network target: LY 4
Cloud storage: [V 4
B
< Add source H [5) Add policy || [ Add sync | | P Resume || Refresh all || Apply all H Close ‘

Files and folders from the source folder will immediately begin
transferring to the cloud in respect to the defined replication policy.
Overlays on top of their icons allow you to see what’s currently being
synchronized.

Configuration on the Second
Machine

The same steps need to be reproduced for the virtual machine in the multi-
site sync process. You'll need to configure the program and leave it running
on your computer.

1. Open a fresh build of Tiger Bridge (in Paused state) and add a
source folder.

Note: If you add an empty source folder, it will get the files

from the other machine populated. However, you also have the
option to add a source which contains data you would like to get
synchronized to the other machine since the synchronization
works both ways.

10



1 Tiger

Proceed to select the same target cloud provider you specified
on the first machine, enter its respective credentials and select its
bucket or container.

Confirm the target setup by clicking the Apply button.

You will be asked if you want to download the data already in the
cloud or not. Configure this as desired. For our sync scenario you can
choose Import on demand if you would like to see the files on the
synced machine but without them occupying any space or restore all
data to download all contents of the files locally.

(] Existing cloud data action X

Choose action to be performed on any existing data in the target:

(®) No action No data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

(O Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

(0 Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

OK

Set the replication policy setting according to your preferences. As
always, the lower the number, the faster the synchronization process
will be.

Similarly, configure the Listen synchronization settings based on
your needs.

Make Tiger Bridge active by clicking the Resume button.

Extension
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Extension

If you’ve successfully applied the instructions so far, the empty source

you specified on the second machine should become populated with the
exact same file and folder structure of the source you specified on the first
machine. If it still happens to be empty, refresh it once to reflect the most
recent synchronization.

Replicated data might or might not occupy space on the synchronized
machine depending on your selection earlier. Check the files’ icon overlay
to verify.

If you need to open a file and perform actions inside of it, this will trigger
its download if it was previously empty.

Once you save the edited file, it effectively acquires a new version and
updated time of modification, which will be visualized on the first machine
according to the replication policy.

The same is valid the other way round - when you make a change to the
contents of a file from the source folder of the first machine.

Modifications and updates will be reflected on the second machine
according to the replication policy, so any time zone differences will

be disregarded. You can rename or delete replicated files on one of the
machines only to see them reflected on the other. The first source folder
may get the changes slightly faster than the second one - it all depends on
how the synchronization policy is defined.

Note: When you deploy Tiger Bridge for synchronization, it

is advisable to change the default file deletion behavior and
configure Tiger Bridge to keep the replica on the target even if
the file is deleted on the source. In this case, to delete it from the
target as well, you should access the target and manually delete
the file.
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Restoration

If the machines you're trying to synchronize are in a common security
context (e.g., Active Directory Forest), you may want the same rights and
restrictions to be applied to them.

For that purpose, open Tiger Bridge, access the Settings tab on the main
screen and check the Preserve security descriptor on sync box on the
left.

; ; r \
Q Tiger Bridge (paused) Tiger Bridge settings:

@; Settings
U Synchronization (Listen: 1 Minute/s ) Retrieve mode: Copy L
@ Replication policy {1 Second/s) Delete replica when source file is removed
L'_Jx Reclaim space policy (0 Second/s, 90 %) Keep replica versions
% C:\Data I Preserve security descriptor on sync
1,_—1 Synchronization (Listen: 1 Second/s ) [] Allow remote shell extension

When a file server is synchronized with a virtual machine, it remains
a fully operational server. The directory you defined there as a source
will remain shared and its files and subfolders will be accessible over the
network even without the use of Tiger Bridge.

The same source files and folders can also be accessed and downloaded
externally from the respective cloud portal (e.g., AWS or Microsoft Azure).

A machine that doesn’'t have Tiger Bridge installed can access the file
server through the network and be given the respective content.

Tiger Bridge is an ideal solution for cloud-enabled multi-site sync. It
is transparent to users and applications and avoids vendor lock-in by
preserving data in its native format.

Tiger Bridge is easy to set up and configure and does not introduce any
admin complexities commonly associated with VPN or DFS approaches.
It also delivers cost optimization: one subscription can be used to enable
sync across multiple client machines.

More on the topic you can see in the following video demos.


https://www.youtube.com/watch?v=eHGlwACRtO8&list=PL8wq2eecwVciMzz7TwiFnbaEXfRiLrYdF
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About Tiger Technology

Did you find the information you were looking for?

Email us your feedback at info@tiger-technology.com.

Founded in 2003 and headquartered in Sofia, Bulgaria and Alpharetta,
GA, USA, Tiger Technology specializes in the underlying technology of
hybrid cloud workflows as well as data management software solutions
designed to help customers of any size, scale and industry optimize
their on-premises storage and enhance their workflows through cloud
services. Tiger Technology solutions are admin-friendly, non-disruptive,
transparent, and highly cost-effective.

Tiger Technology brings over 15 years of expertise in developing high-
performance storage solutions for the most demanding workflows, which
includes cross-platform NAS/SAN file system sharing, storage, user,
project, and media management.

Throughout the years and the multitude of changes in IT and the digital
landscape, Tiger Technology has chosen the path of growth and continual
improvement, but it has never lost sight of what it all starts with - data.
The company’s current focus is enabling "on-premises-first" hybrid cloud
workflows.

Find out more about Tiger Technology here. Catch up on our blog here.

Follow us on social media:

LinkedIn | Twitter | YouTube | Facebook
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